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% Malicious Software
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Malware
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! Information Extortion
2 Missing, Inadequate, or Incomplete Organizational Policy or Planning
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! Sabotage or Vandalism
? Theft
® Hardware Failures or Errors
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Technical Software Failures or Errors
2 .

Technological Obsolescence
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! Attack Methods
2 Reconnaissance
* Social engineering
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Client Server

client_hello Phase 1
\ Establish security capabilities, including

protocol version, session ID, cipher suite,

W compression method, and initial random
numbers.

certificate
Phase 2
exchangé
senver_key_ Server may send certificate, key

exchange, and request certificate.

ceniﬁcate_request Server signals end of hello message
//_ phase.
server_hello_done

client k Phase 3
W Client sends certificate if requested.
Client sends key exchange. Client may
% send certificate verification.

Cha”ge_Cfpher_speC
Phase 4
Change cipher suite and finish handshake
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